
Top tip: SecureAware from Neupart
An ISO 27001-based security concept for LOTTO Mecklenburg-Vorpommern

LOTTO Mecklenburg-Vorpommern became certified under ISO 27001
for the first time at the beginning of March 2009. This was preceded
by one and a half years of preparation. The company received
structured help with the development of its ISO 27001-based security
concept, in the form of SecureAware software from the Danish
company Neupart. SecureAware also remains pivotal to the
continued operation of the Information Security Management
System (ISMS).

Multi-million stakes
LOTTO Mecklenburg-
Vorpommern is based in Rostock
and operates as a state-run
lottery company, promoting
security, integrity and
transparency in all things lottery
related. Since 1997, the entire
lottery operation, from
acceptance of a lottery ticket
through to payment of winnings
has been executed using
electronic data processing. On
average, around 400,000 lottery
entries are received in the
nation's 560 LOTTO acceptance
points each week – and up to
four or five times that number
when there is a jackpot on offer.
Behind this simple process lies a
vast quantity of highly sensitive
lottery data, which could
ultimately be worth millions if
the predictions match the
winning numbers. "This is
precisely why we have had a very
high level of security in place at
LOTTO MV from the outset, and
we are simply building on that
further," explains Barbara
Becker, managing director of
LOTTO MV. "Under the new
German State Treaty on
Gambling
(Glücksspielstaatsvertrag) there
are now also new requirements

that we must comply with.  The
compulsory customer card for
particularly addictive games such
as ODDSET, TOTO and KENO, and
the development of a nationwide
block system mean there has
been a considerable increase in
the amount of personal
information being collected."

Human risk factor
Personal information requires
careful and confidential handling.
So it is easy to look to employees
as a potential risk factor.
When risk management was
introduced company-wide some
years ago, and all the significant
risks were identified, nobody
considered the employees to be
an actual risk. Yet the employees
are the most sensitive link in the
chain. To ensure optimum
information security, employees
must be incorporated into the
security concept.
To achieve this, employees must
be sensitised to the relevant

issues and equipped with a very
high level of security awareness.

No rules – no security
Imagine a traffic system without
rules – it would be chaos, with
incalculable consequences.
Similarly, a company in which
there were no standards and no
rules would also dissolve into
chaos. "Historically" grown
processes – quite apart from
specialist expertise – must be put
to the test and recorded in detail.
The following questions were
among the many that took centre
stage:  what must we do, what
can we do, what must we not
do?
Many questions had easy
answers, but some required new
solutions.

SecureAware helped the
company to structure,
standardise and create individual
guidelines. The subsequent
instruction and sensitisation of



the employees to the obligation
to comply with the guidelines, all
employee training, the definition
of rules for agency staff and the
handling of security incidents
were then adapted to suit the
needs of LOTTO Mecklenburg-
Vorpommern with the help of
the software.
All the guidelines are now
available to the company's 60
employees in digital form – like a
reference book.

Well equipped
Lack of knowledge leads to
vulnerability. For LOTTO
Mecklenburg-Vorpommern,
individuality, time efficiency and

cost efficiency all played a key
role in the decision-making when
it came to choosing a method of
security training. The
SecureAware E-Learning Program
presented an ideal solution. The
program is based on intensive
self-study, whereby each
employee works on the relevant
topic alone and then has the
opportunity to assess his or her
knowledge during a test. At the
same time, the standard of
knowledge of all 60 employees is
documented and used as a tool
for optimising new measures.

At the heart of the matter
In addition to employee
sensitisation, it is important to
make an objective assessment of
the strengths and weaknesses of
individual company systems. This
is the responsibility of the system
owner. SecureAware enables the
company's individual processes
to be mapped and evaluated by
the system owners. A
corresponding risk report is then
drawn up on the basis of the
evaluation. This documentation
enables identification of areas of
concern with respect to security,
and subsequently helps with the
creation of a catalogue of
measures.




